
Steps
Step 1: First enable the Ã¢€œAllow users to use 2FAÃ¢€ option in the "Log In" feature in your Tiki, go to Settings Ã¢†’ Control

Panels Ã¢†’ Log In Ã¢†’ General Preferences tab Ã¢€œtiki-admin.php?page=login#contentadmin_login-1" (e.g
http://www.example.com/tiki-admin.php?page=login#contentadmin_login-1) with Ã¢€œPreference FiltersÃ¢€ to Avanced.

Click to expand

Step 2: Next, install Google AuthenticatorÃ‚Â® App on your mobile phone. See how to install it here.

Step 3: Check the Ã¢€œEnable two-factor authenticationÃ¢€ option in the Ã¢€œUser PreferencesÃ¢€ page, the Ã¢€œAccount
InformationÃ¢€ tab and click on Ã¢€œSave changesÃ¢€ button. Note that the current password is required to make changes.

At this step, you need to connect Tiki and the Google AuthenticatorÃ‚Â® application by scanning the QR Code generated in the
Ã¢€œUser PreferencesÃ¢€ page. Click on "Show QRCode" to display the QR Code, scan it using the application you installed in step

2.
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Step 4: Finally, when authenticating on page "Log InÃ¢€ (e.g. http://www.example.com/tiki-login_scr.php?twoFactorForm), take the
code generated by Google AuthenticatorÃ‚Â® App and enter it in the field Ã¢€œTwo-factor Authenticator CodeÃ¢€.
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By adhering to standardized algorithms like TOTP and HOTP, 2FA solutions become both secure and flexible. These methods make
user authentication robust and effective.

Related links
Original commit: http://sourceforge.net/p/tikiwiki/code/70793
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